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1. Executive Summary
Provide a brief overview of your investigation, the tools you used, and the key findings.

e Objective: to gather information and identify vulnerabilities for Katz's Delicatessen
through the image provided by the client using OSINT tools (tin eye, google image
reverse engine and google dorks).

e Key Findings: name and URL link of the target restaurant website, phone number of the
website, establishment date of the restaurant and URL link of the restaurant’s corned
beef secrets’ page.

2. Investigation Details
2.1 Tools and Techniques Used
e List all the tools used
l. Google Reverse Image Search,

Il. TinyEye,
[l Google Dorking

e Describe briefly how you used each tool.

| used google reverse image search to find the name, website link and founded date of
the restaurant.

| used tiny eye to find previous searches of the restaurant by other users which was
indexed in tin eye since June, 2021.

| used google dorking for advanced search which | used to find hidden links or secret
page embedded in the restaurant’s site link.



2.2 Process
Explain the steps you took to uncover the requested information:

1. Step 1: | uploaded the image of the restaurant in the google reverse image search and
google displayed the link of the website and clicked the link to discover the name and
founded date of the restaurant including the phone number through navigation.

2. Step 2: | used google dork to find hidden URL pages such as katz’s corned beef secrets

3. Step 3: through the google reverse image search i found the link of the website and the

phone number located on the left side corner of the google search of the restaurant
where you will see the restaurant’s google reviews.

3. Findings

Question

Your Answer

Evidence/Links

1. Name of the restaurant

2. Phone number

3. Website

4. Founded Year

5. Katz's Corned Beef
Secrets URL

6. Google Dork Payload
used to get the URL above

Katz's Delicatessen

+1 212-254-2246

| also used google
dork advance my
search.

https://katzsdelicate
ssen.com/

1888

https://katzsdelicate
ssen.com/corned-
beef?

site:katzsdelicatess
en.com "Corned
Beef secrets"

https://katzsdelicatessen.com/

site:katzsdelicatessen.com "phone
number" and
https://katzsdelicatessen.com/privacyp
olicy?

https://katzsdelicatessen.com/
https://katzsdelicatessen.com/our-story

https://katzsdelicatessen.com/corned-
beef?srsltid=AfmBOoq_viNekPTwsVX
QHYitey7ngxu1ZNpRdC2fx7X8D-
FrdBFeYZVt

site:katzsdelicatessen.com "Corned
Beef secrets"



4. Challenges Faced

Diffculty in using google dork for advanced searches.

4. Lessons Learned

e How to use OSINT

e How to use tin eye

e How to use google reverse image search
e How to use google dork

In real world cybersecurity, with these skills learnt | will be able to help clients perform cyber
intelligence and identify vulnerabilities for their assets e.g websites, 10T devices, networks.

6. Recommendations (Optional)

Provide any recommendations for improving future investigations or OSINT-related tasks.

7. Supporting Documents

Attach any screenshots or files to support your findings.
Example:
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8. Share Your Success!

Post your excitement about completing this challenge on LinkedIn and Twitter.
Appreciate your mentor, Divine Ezelibe, for the hands-on training structure.
Tag Divine Ezelibe and Digitanotion Limited in your post.

Use hashtags: #digitanotioninternship and #futurereadycybertalents.
Attach a screenshot of your post to your report submission.
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I confirm that this report is my original work and accurately reflects my investigation for
this OSINT challenge.
Signature: [OKEKE NKASIOBI IRENE]



